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PREVENTION OF IDENTITY THEFT: AN ANALYSIS 
Vibhuti V.K.* 

ABSTRACT 

Identity theft is the crime of acquiring other person's private or financial data for the 

purpose of assuming the name or identification of the victim and commit crimes. Such data 

can be used in the name of that victim to commit crimes in the name of the victim, to acquire 

credit or loans, products and services and even provide fake credentials to government 

authorities. The crime has advanced with the advancement of technology over the past few 

years in India. To prevent cybercrimes such as identity theft and other computer-

related/internet-based crimes, in the year of 2000, Indian Government enacted The 

Information Technology Act, 2000, amended in 2008. Identity theft is also governed by few 

provisions (Section 147A, Section 419, Section 463) of Indian Penal code, 1860. This 

research paper will analyze the implementation of the Act in India and other preventive 

measures taken by the Government of India relating to the matter of securing personal data 

and preventing the theft of identity. 

 

 
Key words: Identity, Identity theft, Data Technology, Cyber-crime, Phishing/vishing, 

Skimming, Hacking, Shoulder surfing, Dumpster diving, Mail theft, Pretexting 
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CHAPTER 1 - INTRODUCTION 

BACKGROUND 

Cybercrime is any crime that occurs online or it is a crime that is committed in online first. 

Cyber criminals often commit crimes by targeting networks or devices of computers. Few 

examples on cybercrime are security breach, theft of identity, hacking of bank accounts or 

social media accounts etc. Identity theft is an unlawful use of personal information from 

someone else, in particular to obtain money or credit. Personal data can be stolen from 

various places like electronic mail, skimming credit card or debit card numbers, phishing, 

dumpster driving, etc. 

Data and Identity theft has lately increased due to the technological advancements in the 

society and at times these crimes are even untraceable. In India, although there are a few 

laws regulating crimes on identity theft, they have not been implemented and regulated 

properly. 

 

1.1 OBJECTIVE 

The object of this research paper is to understand the concept of identity theft and to analyze 

the provisions available under Indian laws to prevent and govern identity theft. 

 

1.2 SCOPE 

The scope of this research is limited to India. To determine that the existing laws are not 

adequate to prevent the crime of identity theft and not duly applied. A significant increasing 

issue worldwide, owing to the IT revolution is identity theft, known as the New Millennium 

Crime. This research will also deal with the ways to tackle and prevent identity theft. 

 

1.3 LITERATURE REVIEW 

 

‘Identity theft – a critical and comparative analysis of various laws in India’ - Suyesha, 

(Racolb Legal, 4 October 2017) - 

In this article, the author analyses various provisions and laws available in India regarding 

identity theft. According to the author, a set of data which includes personal information 
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that is stolen and misused is identity theft. The article also discusses various processed and 

techniques used procure an individual’s personal information via electronic media. The 

author further explains the provisions available in the Indian Penal Code, 1860 and the 

Information Technology Act, 2000 to tackle identity theft. The article analyses the lacunae 

present in existing Indian laws on identity theft and the problems in its implementation. 

‘Cybercrime’ - Ferguson, Rosencrance, and Cobb - 

 
This article explains cybercrime as an activity which involves computers or a networked 

device. The author further defines cybercrime in detail. The article helps to understand the 

types of cybercrime and the Impact of cybercrime on businesses & national defense in the 

USA. It also includes steps to prevent cybercrime. 

‘Online identity theft - An Indian perspective’- Vijaya Geeta ((ResearchGate, July 11) - 

 
The author in this research paper contends that the concept of identity theft emerged in 

western world and is making its presence towards developing economies such as India. The 

author aims to review the present scenario regarding phishing attacks in India and also 

provide measures to fight this attack. The article also looks into security measures of some 

banks worldwide and compare it with Indian banks. In the end, the author presents few 

guidelines as to how to prevent and tackle the phishing situation. 

‘Data theft increased by 738% in India in2017, says study’ - S Khetarpal (BusinessToday, 

28 May 2018) - 

This article conveys that according to Gemalto’s Breach Level Index study, a digital security 

firm almost 3.24 million records were lost, stolen or exposed. The research records and 

analyses information breaches, damaged data type, and how they have been accessed, 

destroyed, or lost over the past five years. In 2017, there were 29 significant cases of data 

breach in the nation. The prevalent form of information breach is identity theft, which 

accounts for 58% of all events involving personal data breach. Access to public data was 

the second most common breach. The author contends that one on the main reason for 

breach of data was human error leading to incorrect disposal of documents, malfunctioning 

databases and other unintended safety hazards, resulting in global exposure of 3.7 million 

documents. 
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‘Identity Theft or Identity Fraud’ – N Aarora - 

 
This article propounds that due to Information Technology, identity theft is a growing 

problem worldwide. According to the author, identity theft is referred to stealing and using 

a person’s personal information which is misused by the person stealing for monetary gain. 

This article also highlights the meaning and definition of identity theft. It also includes 

stages of identity theft, such as acquisition of the identity theft, use of identity and discovery 

of theft. The author further explains the ways and types of identity theft and the legal aspects 

of the theft. It also includes important case laws to help us understand the concept of identity 

theft. 

‘IT Act 200 – Penalties, offences with case studies’ - L Faleiro (Network Intelligence, 24 

June 2014) - 

This article provides objectives, features and essentials of IT legislation in the county. The 

author discusses the need for IT Amendment Act and its notable features. The article also 

includes information about cybercrime and various provisions available under the Indian 

laws with reference to case laws. 

 

1.4 RESEARCH PROBLEM 

The recent improvement and development in technological advancement around the world, 

has led to risking of individual’s personal data on various online platforms. The laws that 

can be made applicable to the crime of identity theft are not sufficient and proper. 

 

1.5 RESEARCH QUESTION 

a) What are the laws that seek to protect one's identity in India? 

b) Is there a need for separate legislation to regulate identity theft in India? 

c) Has the Government of India taken preventive measures to secure personal data? 

 

1.6 HYPOTHESIS 

The laws governing the crime of identity theft are inadequate. 
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1.7 RESEARCH METHEDOLOGY 

This is a Doctrinal method of research by using primary and secondary sources such as 

statutes, case laws, books, articles and journals. 

 

CHAPTER 2 - TECHNOLOGICAL ADVANCEMENT & IDENTITY THEFT 

 

2.1 What is Cybercrime? 

Cybercrime is a crime that is committed by the use of a computer as a tool for illegal 

purposes, such as fraud, identity stealing, or privacy violations. Cybercrime has grown in 

importance, particularly through the Internet, as the computer has become crucial to 

business, leisure activities, and government. 

New technologies create new criminal opportunities.1 Technological advancement has made 

it easier for the criminals to hack into computers via internet and obtain unauthorized data 

from the computer. In recent times, computers have invaded every facet of human lives2, 

mainly through internet. Internet is a by-product of technological advancement. The internet 

as we know, has many layers to it, one of the layers is known as the dark web, where an 

individual can purchase cocaine and other illegal drugs, hack into bank servers and steal 

money and also hire a hitman to murder someone by using some other person’s identity or 

indulge in such activities anonymously. The dark web is accessible only to certain 

individuals who can hack their way into it by using advanced computers and internet access 

and commit various crimes anonymously and the activities on dark web are mostly 

untraceable as the criminals leave digital footprints, which can also be erased. 

Cybercrime covers a range of operations. To one end, there are offenses involving basic 

infringements of individual or business privacy, such as attacks on the integrity of data 

maintained in digital storage facility and the use of illegally acquired digital data to 

blackmail a company or person. Online identity theft is one of the largest contributors of 

cybercrime. The internet can be used to access personal information of an individual such as 

credit card number, aadhar card number, medical reports, passwords to emails or internet 

banking passport details etc. that can be misused by the impersonator for his/her financial 

                                                             
1 Michael Dennis, ‘Cybercrime’ (Encyclopaedia Britannica, 20 February 2019) 

https://www.britannica.com/topic/cybercrime> accessed on 7 September 2019 
2 Dr. Farooq Ahmad, Cyber Law in India, New Era Law Publication, 4th ed., 2011 
 

http://www.britannica.com/topic/cybercrime
http://www.britannica.com/topic/cybercrime
http://www.britannica.com/topic/cybercrime
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gain or any other benefit. Cybercrime does not only affect individuals, but also corporations/ 

company and government. Information on companies and government can be stolen from 

their data bases resulting in exposing sensitive materials to the public. At times, the 

information is stolen from foreign countries, which makes it difficult for investigation in 

such matters. 

 

2.2 What is Cyberspace? 

Cyberspace refers to the virtual computer world and is an electronic medium used to form 

a global computer network to facilitate online communication.3 Cyberspace enables people 

to engage, communicate, exchange thoughts and information, play online, participate in 

debates or social forums, and even start a business in the digital world. This cyberspace is 

vulnerable to misuse. To curb such misuse, cyber laws were introduced and suitable 

punishment is provided under the statute. Although, there is no definite definition of cyber 

law, it is a legal topic that emerged due to technological development, computer innovation, 

internet usage, etc. 

The problem in India regarding regulating cybercrimes, is that the provisions under the law 

are not adequate to entirely defeat various crimes committed under cyberspace. There are 

only two statutes in India that protect individuals from cyber-attacks, they are the Indian 

Penal Code, 1860 & the Information Technology Act, 2000. 

 

2.3 Identity Theft 

Identity theft is the crime of acquiring other person's private or monetary data for the 

purpose of assuming the name or identification of the victim and commit crimes. Such data 

can be used in the name of that victim to acquire credit or loans, products and services and 

even provide fake credentials to government authorities. The thief may provide police 

officers with fake identification and create a criminal record of that victim. 

Theft of identities is mainly classified in two respects: true name and account takeover.4 The 

first one, true name theft implies that the thief will utilize sensitive personal data to open 

new accounts, such as new bank account and apply for credit card, open a social media 

                                                             
3 Techopedia <https://www.techopedia.com/definition/2493/cyberspace> accessed 7 September 2019 
4 Taina Teravainen, ‘Identity theft’ (TechtTarget, April 2017) 

<https://searchsecurity.techtarget.com/definition/identity-theft> accessed on 2 September 2019 

http://www.techopedia.com/definition/2493/cyberspace
http://www.techopedia.com/definition/2493/cyberspace
http://www.techopedia.com/definition/2493/cyberspace
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account like Facebook, Instagram, and send obscene posts, pictures or videos, buy a sim 

card in the name of the victim. The second type of identity theft is account takeover, where 

the thief or impersonator utilizes sensitive information to access the existing bank/social 

media accounts or other government issued identification cards such as driver’s license, 

passport, pan card etc., of the victim. And through internet, obtaining personal and sensitive 

information of an individual is easy. The theft of identity mainly takes place via hacking 

and phishing of accounts, where the victim stores or manages his/her personal information. 

Hacking or phishing can be done through electronic devices such as computers or laptop 

sitting miles away from the victim’s residence. Technology has made it possible to connect 

with people around the world from any place and access their personal information with the 

help of hacking skills. Strangely, the crime of identity theft can be committed by the victim’s 

family members, friends or acquaintances for some sort of benefit. For instance, a NASA 

astronaut has alleged to have committed identity theft, which is the first ever crime from 

space. An astronaut, used a NASA- affiliated computer network to access her wife’s bank 

account while on board the International 

Space Station using her wife’s credentials. However, these are mere allegations, and NASA’s 

Inspector General has been investigating on this matter.5 

There are about 20 known types of identity theft,6 to name a few, they are; driver’s license 

identity theft, credit card fraud, medical identity theft, online shopping fraud, synthetic 

identity theft, employment identity theft, biometric identity theft etc. The latest kind of 

identity theft, is the synthetic identity theft, where real personal information is combined 

with fake information created by the criminal and misuse it. According to FTC7 America, 

this type of identity theft comprises of 80-85% of identity theft cases in the United States of 

America. 

India had encountered an increase of 457% in the cybercrime incidents under the 

Information Technology (IT) Act, in the past years, i.e., 2000 from 2011 to 2016.8 In 2018, 

                                                             
5Allison Quinn, ‘NASA Astronaut Accused of Identity Theft From Space: ‘No Truth to These Claims’’ (Daily 

Beast, 25 August 2019) <https://www.thedailybeast.com/anne-mcclain-nasa-astronaut-accused-of-identity-

theft- 

from-space-says-no-truth-to-these-claims> accessed 12 September 2019 
6 Matt Tatham, ’20 types of Identity Theft and Fraud’ (Experian, 5 January 2019) 
<https://www.experian.com/blogs/ask-experian/20-types-of-identity-theft-and-fraud/> accessed 12 September 

2019 
7 Federal Trade Commission, USA 
8 ET Telecom, ‘India saw 457% rise in cybercrime in five years: Study’ (Economic Times, 9 January 2019) 

<https://telecom.economictimes.indiatimes.com/news/india-saw-457-rise-in-cybercrime-in-five-years-

study/67455224> accessed 7 September 2019 

http://www.thedailybeast.com/anne-mcclain-nasa-astronaut-accused-of-identity-theft-
http://www.thedailybeast.com/anne-mcclain-nasa-astronaut-accused-of-identity-theft-
http://www.thedailybeast.com/anne-mcclain-nasa-astronaut-accused-of-identity-theft-
http://www.thedailybeast.com/anne-mcclain-nasa-astronaut-accused-of-identity-theft-
http://www.experian.com/blogs/ask-experian/20-types-of-identity-theft-and-fraud/
http://www.experian.com/blogs/ask-experian/20-types-of-identity-theft-and-fraud/
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Bengaluru, Karnataka happened to be the state which registered most cases of cybercrime 

in India, with 5,035 FIRs, followed by Mumbai with 2945 FIRs.9 In 2018 there was a 

security and data breach in the world’s biggest database, UIDAI10 which holds data of 

1.3billion people of India. It was reported that personal information such as pictures, names, 

house address, biometric data and other personal data was being sold at Rs.500. 

There are different ways to steal an identity of a person. They are broadly classified into 

three categories; social engineering, physical theft, internet theft, which includes 

phishing/vishing, skimming, hacking, shoulder surfing, dumpster diving, mail theft, 

pretexting, pickpocketing, and so on. 

The very first case that got the cybercrime attention and conviction was in 2013 in the 

famous sony.sambhand.com Case.11 Here, in May 2002, someone signed up for the site with 

an American, Barbara Campa's, identity and ordered a Sony Color TV set and a wireless 

headphone. The payment was number on a credit card and requested the delivery of 

the products to Arif Azim in Noida. The credit card agency duly cleared the payment and 

processed the operation. The company delivered the goods to Arif Azim after following the 

appropriate due diligence and inspection procedures. Later the credit card agency informed 

the Sony company after a month and a half that this was an unsanctioned transaction, as the 

real owner of the credit card had refused to buy it. The company lodged an online cheating 

complaint with the Central Investigation Bureau registering the case pursuant to Sections 

41812, 41913 and 42014 of the Indian Penal Code, 1860. Upon investigations, it showed that 

the accused had access to the American national's credit card number, which was misused 

on the company’s website while he worked at a call center in Noida. The court prosecuted 

the accused under the relevant sections of IPC mentioned above. However, the court released 

the convict after a year on probation. This case, tried to show that certain types of 

cybercrimes that are not covered by the Information Technology Act 2000 could effectively 

                                                             
9 Kaushik, T ‘Bengaluru is India’s cybercrime capital’ (ET Bureau, 1 February 2019) 

<https://economictimes.indiatimes.com/tech/internet/bengaluru-is-indias-

cybercrime-capital/articleshow/67769776.cms?from=mdr> accessed 5 September 

2019 

10 Unique Identification Authority of India 
11 CBI v. Arif Azim 
12 Section 418 - Cheating with knowledge that wrongful loss may ensue to person whose interest offender is 

bound to protect. 
13 Section 419 - Punishment for cheating by personation 
14 Section 420 - Cheating and dishonestly inducing delivery of property 
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be applied under the Indian Penal Code. 

In 2005, a landmark case, National Association of Software and Service Companies vs. 

Ajay Sood & Others15 discussed the concept of internet phishing in India, the held it to be 

illegal and the victims can claim damages. The complainant, in this case, was the leading 

software association of India, the National Association of Software and Service Companies 

(Nasscom). The defendant operated a headhunting and recruitment placement agency. The 

defendants, on behalf of Nasscom, composed and send emails to third parties in order to 

obtain personal data they could utilize for headhunting purposes. The Court appointed a 

commission to carry out an investigation in the premises of the defendants. Two computer 

hard disks, from which the defendant sent the fraudulent e-mails to different parties, were 

taken into custody as evidence by the court-appointed local commissioner. The offending 

emails were then downloaded and presented to the courts from the hard disks. In developing 

the concept of ‘phishing,’ the Court stated that it was a form of internet fraud in which a 

person pretends he was a legitimate association like a bank or insurance company to extract 

personal information from a consumer such as access codes, passwords, etc. In order to set 

a preceding principle in India. Personal data thus gathered by misrepresenting the legitimate 

party's identity is commonly used for the benefit of the gathering party. 

In May 2017, Zomato, a food delivery and restaurant search app, suffered data breach where 

17 million users’ names, emails and passwords was hacked and was put on sale on the dark 

web by an ethical hacker.16 

 

CHAPTER 3 - IDENITY THEFT PREVENTION & CYBER SECURITY 

There are two legislations to protect Indian citizens from identity theft, they are the 

Information Technology Act, 2000 and the Indian Penal Code, 1860. 

The government of India has taken few steps. The first big step taken by the government 

traces back to the year 2000, where it passed the Information Technology Act and later 

amended it in 2008. In 2004, the government launched an Indian Computer Emergency 

Response Team known as, CERT-In which on a periodic basis issues alerts, notifications, 

                                                             
15 National Association of Software and Service Companies vs. Ajay Sood & Others [119 (2005) DLT 596] 

16An Ethical hacker exposes vulnerabilities in a software to help business owners fix those security holes 

before a malicious hacker discovers them. 
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and countermeasures concerning the recent cyber threats after collecting and analyzing 

previous cybercrimes. In 2008, in order to verify objectionable online content, the Union 

Ministry for Internal Affairs launched the portal on women and children's cybercrime 

prevention (CCPWC). Citizens claims for objectionable online content related to 

pornography, child sexual abuse, and sexually explicit information like rape and gang rape 

will be made on this website and as of January 2019, more than 3800 complaints have been 

filed. In 2018, the National Cyber Coordination Centre (NCCC) web portal was launched 

by the government. It is a cybersecurity and e- surveillance operational agency in India to 

screen communication metadata and coordinate the intelligence collection activities of other 

organizations. It aims to create awareness about potential and current cyber security threats 

and enables information to be shared promptly by individual entities to take proactive, 

preventive and protective measures. In the light of Snowden incident, where NSA employee 

leaked classified information about American surveillance on its citizens and other people 

around the globe, India implemented the National Cyber Security Policy in 2013 to help 

make sure that citizens, companies and the government have a safe and resilient cyberspace. 

This policy also aimed to secure that information which are in processing stage, storage, 

handling or in the transit stage so as to prevent economic loss due to cyber threats. 

Indian government agencies, such as the RBI17 are proactively pursuing internet safety to 

its consumer. RBI has been diligently implementing steps to guarantee that digital 

transactions in India are safe by creating compulsory internet security provisions for two-

factor authentication and static step-up authentication. Regulatory bodies have criticized 

large scale industries in India for unlawful usage of private information of its consumers 

over the previous 12 months, sending a signal to Indian customers that someone is looking 

for their online security and safety.18 

Although, the Indian government has taken initiative to protect one’s personal data, the 

implementation of such laws and framework have however been less successful. 

It has been recommended by the government that two new sections have to be included in 

the Indian Penal Code, 1860. First, Section 147A which provides for the punishment for 

cheating by using any unique identification feature of any other person with up to three 

                                                             
17 Reserve Bank of India  
18 Steve Pulley, ‘2019 Experian Identity and Fraud Report Asia-Pacific Edition’ (Experian, 30 January 2019) 

<https://www.experian.com/blogs/news/2019/01/30/global-identity-and-fraud-report/> accessed 20 September 

2019 

http://www.experian.com/blogs/news/2019/01/30/global-identity-and-fraud-report/
http://www.experian.com/blogs/news/2019/01/30/global-identity-and-fraud-report/
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years in prison and with an adequate amount of fine. Second, Section 419A which seeks to 

punish for cheating by impersonating a network or computer resource with up to five years 

in prison and with an adequate amount of fine. In 2018, Personal Data protection Bill was 

drafted under the Chairmanship of Justice Srikrihna by the recommendation of the ‘Free 

and Fair Digital Economy’ report. In July 2018, it was presented to the Ministry of 

Electronics and Information Technology. The Bill among other things recommends to set up 

a Data Protection Authority in India to regulate data breach and also recommends criminal 

penalties who cause harm to personal information or sells such information to a third party. 

The following sections can be implemented to regulate identity theft using the Indian Penal 

Code; Section 46219, Section 46520, Section 46821, Section 46922, Section 47123 and Section 

47424. Sections 468 and 471 may be implemented to convict an accused when the made the 

victims to disclose his/her sensitive information with the purpose of cheating on a Website, 

which in the nature of an electronic record. In the Information Technology Act; Section 43, 

Section 46, Section 66, Section. Even though the criminals are being prosecuted by the 

Indian judiciary with the help of IPC, 1860 and IT Act, 2000, the rate of conviction in India 

is very low, although cybercrimes are flourishing year after year. In 2013, out of 3,682 

complaints, 1600 were arrested and just 7 were convicted.25 This may be because the current 

rules are not properly implemented or because of the lack of infrastructure required to apply 

the legislation. Over the past years, individuals as well as government & private companies 

have suffered losses due to cybercrimes. In 2017, there were about 53,000 incidents of 

cybercrimes.26 

There is a lack of police personnel in cybercrime cases. And over time, the cyber criminals 

have made use of new forms of encryption techniques due to technological advances, which 

due to the limited resources of the authorities is difficult to decipher, meanwhile the 

                                                             
19 Punishment for same offence when committed by person entrusted with custody. 
20 Punishment for forgery 
21 Forgery for purpose of cheating. 
22 Forgery for purpose of harming reputation 
23 Using as genuine a forged document or electronic record. 
24 Having possession of document described in section 466 or 467, knowing it to be forged and intending to 

use it as genuine. 

25 Rajlakshmi Wagh, ‘Comparative Analysis of Trends of Cyber Crime Laws in USA and India’ (2013) 2(1) 

IJACSIT <http://technical.cloud-journals.com/index.php/IJACSIT/article/view/Tech-160> accessed 23 

September 2019 
26 The Economic Times, ‘Over 53000cyber security incidents observed in 2017’ (The Hindu, 9 February 2018) 

<https://www.thehindubusinessline.com/info-tech/over-53000-cyber-security-incidents-observed-in- 

2017/article22705876.ece> accessed 3 September 2019 

http://technical.cloud-journals.com/index.php/IJACSIT/article/view/Tech-160
http://www.thehindubusinessline.com/info-tech/over-53000-cyber-security-incidents-observed-in-
http://www.thehindubusinessline.com/info-tech/over-53000-cyber-security-incidents-observed-in-
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evidence maybe destroyed by the accused. This delays the whole process and occasionally 

leads to the release of the accused because of lack of evidence. The government has not 

provided the cyber police with latest technology to track the cybercrime and its criminal. 

 

CHAPTER 4 - CONCLUSION 

Cloning of identity, not only affects an individual, but also an organization/enterprise. 

Identity theft refers to stealing a person’s or an organization’s personal/sensitive information 

to misuse and financially gain by selling the information to a third party for a chunk of 

money. The Government of India must take severe steps to regulate such offenses in India 

and take measures to separate the word "Identity Theft and Cyber Crimes" from 

cybercrimes, simply because Identity theft is a direct daily robbery. Identity theft belongs 

to the category of white- collar crimes. Theft of identity can take place in numerous ways; 

the most easily accessible data is through surfing the internet and access a person’s public 

records or social media accounts. India is technologically evolving as millions of Indians are 

active internet users since smartphones are inexpensive these days. According to a statics 

report,27 in India, there are about 462 million of active users of internet, which is expected28 

to cross 627 million users at the end of 2019; and 250 million active users of social media. 

With minimum security, about 460 million Indians person and sensitive data is at risk. Other 

ways of stealing identity are through searching trash cans for information on thrown away 

letter/mails, staling wallets which contain credit cards, government issued IDs, hacking into 

computers, and so on. The people of India should be made aware of dangers of security 

breach and the ways to prevent identity theft. A significant increase in the usage of internet 

for digital banking and payments was caused due to demonetization in 2016. Due to cash 

crunch in the entire country, it was urged by the government of India, and the Prime Minister 

Modi himself, to opt for digital payments instead of traditional cash/cheque payment method 

to achieve the idea of ‘Digital India’ and payments and fund transfers online can be very 

convenient to the citizens as well as the traders. However, it has also resulted in arise in 

financial frauds over the years. Ninety-six percent of Indian customers, who had suffered 

                                                             
27 Sanika Diwanji, ‘Digital population in India as of January 2018(in millions)’ (Statista, 23 September 2019) 

<https://www.statista.com/statistics/309866/india-digital-population/> accessed 23 September 2019 

28 The Economic Times, ‘The economic users in India to reach 627 million in 2019: Report’ (6 March 

2019)<https://economictimes.indiatimes.com/tech/internet/internet-users-in-india-to-reach-627-million-in-2019- 

report/articleshow/68288868.cms?from=mdr> accessed 23 September 2019 
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financial fraud in the past year had shifted to a mobile application and digital payments from 

cash payment system.29 

The cybercrime reporting procedure is very much identical to any other type of crime 

reporting procedure. Local police stations can just as the cybercrime cells designated with 

special authority in the registration of complaints can be approached to file complaints. 

Moreover, the filing of "E-FIR" in most States like Karnataka, Maharashtra, Himachal 

Pradesh, Tamil Nadu, Jharkhand, Madhya Pradesh, Delhi, Haryana and West Bengal. 

The right to privacy30 is established under the Article 21 of the Constitution of India by the 

Indian judiciary time and again and it should be protected by the government of India. India 

currently has no separate legislation as to protect personal data, few provisions in IT Act, 

2000 and IPC, 1860 have however failed to implement properly. It is recommended that the 

government of India takes the personal data breach and identity theft to be a serios offence 

that violates the fundamental rights of the individual who was robbed of his identity. The 

government should take appropriate steps and pass the bill drafted by a team of experts 

headed by Justice B. N. Srikrishna, and pass the Personal Data Protection Bill, 2018 soon. 

This is the 21st Century, a digitalized world, where the utmost concern of every individual 

is regarding their privacy and protection of personal and sensitive information. The Country 

has to develop with the developing society and technological advancement to protect its 

citizens. 

The most common ways to protect one’s identity and information is to use secure password; 

mixing up digits, alphabets and symbols, as they are less likely to be predictable. Also, one 

should avoid clicking on pop ups and visit a website that looks like a bank’s website. One 

must be always aware of the exact domain and website name of his/her bank website. 

 

                                                             
29 Express Computers, ‘Financial Cybercrime and Identity Theft in India are Increasing: FIS’ (17 April 2019) 

<https://www.expresscomputer.in/news/financial-cybercrime-and-identity-theft-in-india-are-increasing- 

fis/35099/> accessed 23 September 2019 

30 K. S. Puttuswamy v. Union of India [[2017) 10 SC 1] 
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